Abstract. The optical cable inspecting system based on RFID is a kind of technology which use RFID to process data through database and network technology. It can realize the inspection work to be more scientific, standardized and automated. This article will introduce the relative knowledge of RFID, analysis the overall structure of optical cable inspecting system especially the identification layer, find security problems in the system and put forward security requirements during system construction.
Introduction
With the development of economy, our transmission lines grow in length, so do the optical cables. However, the management instruments of optical cable network resources have not realized informatization. The management of most optical cables' route, capacity and tags still relies on artificial statistic. The communication guarantee team undertakes the work of optical cable maintenance which have long range, multiple zones, complex pipelines, frequent variation and complicated surroundings and other features. The inspection system which is based on RFID could realize the intelligent management of the network resources through establishing the electronic tag of RFID and the database of related information on optical cables.
Although RFID is a kind of quite mature technology, it has hidden trouble in safety. It is vulnerable to attack because it is a computer network application system which combines wired and wireless transmission together. The attacks are tracking, data deducting, forging, unauthorized access and so on. This article will study these common attacks and analysis the security of optical cable inspecting system based on RFID.
Component of RFID
RFID is a kind of automatic identification technology which is contactless. Its fundamental principle is identifying objects automatically by radio-frequency signals and space coupling. The electronic tags of RFID system are readable and writable. Besides, they have many advantages, like small volume, high capacity, long operating life, high temperature resistance and reuse allowed.
RFID system is composed of three parts, Electronic Tag, Reader and Computer Network Application System. The reader produced fixed frequencies of photons. The electronic tag could receive the photons within certain limits. The circuit of electronic tag emits a series of data. The reader receives these data in order, and then the application deal with the data.
Working Principle of the Intelligent Inspection System Based on RFID
The Intelligent Inspection System based on RFID is composed of three layers: identification layer, network layer and application layer. As shown in the figure. The identification layer is composed of electronic tag, reader and terminal linked with the reader. The main work of the identification layer is: first, to label the related goods through the electronic tag; second, to recognize, checkout and update tags through the reader and synchronize these information to the handheld terminal for processing. The network layer undertakes the work that safely transmits the information in the identification layer. The networks frequently used in this system are wired network, wireless local area network (WLAN) and 3G/4G mobile network. Besides, the system also could work offline. The application layer includes the related APP in the handheld terminal for construction workers to use and the backstage management system for managers to use.
The working principle of the identification layer in the intelligent inspection system based on RFID is as follows: The reader encodes the information and uploads it to a carrier signal with specific frequency. Then the signal is sent out through certain antenna. The electronic tag which is within the working region of the reader received the signal. The reader's chip modulates, encodes and decodes the signal and judges the command request, password and permission. If it is a read command, the control logic circuit will read related information through the chip and send it to the reader after encryption, encoding and modulation. Then, the reader sends it to centralized information system for processing after demodulation, decoding and decryption. If it is a write command, the charge pump which is caused by related control logic boosters working voltage and the modified information will be written in EEPROM. If the control logic judges the password is not match with the permission, it will return the information to the reader. Disrupting the System Running. The electronic tag without safety protection is very vulnerable.
By using some simple technique, anyone could rewrite or destroy the useful information on the tag. As a result, the normal operation of the system is disrupted.
Counterfeiting the Electronic Tag on the Optical Cable Facility.
Once the criminal holds the manufacturing technology of RFID, they may counterfeit the electronic tag on the optical cable facility which will seriously impact the facility's operation. Divulging Security Information. In the application area of RFID, there are two kinds of information security: positional information and information privacy. The former means that anyone hold the reader could track the facility's physical layout through collecting radio-frequency signals and conclude the inspector's actions. The latter means that anyone holding the reader could get the optical cable's internal information through scanning the tag and conclude the manager's actions. Besides, the facility's related information stored in the database of RFID may be acquired by other people.
The Security Requirements in the Intelligent Inspection System Based on RFID
A completed security solution should have the following characteristics: confidentiality, integrity, usability, authenticity and privacy.
Confidentiality. The electronic tag should not reveal any information to unauthorized readers. The information in the tag is directly related to the optical cable facility, the retained data in the facility and user's privacy. If this information are obtained by illegal intruders, the facility's safety could not be ensured and the information are leaked which cause serious economic losses. For this reason, a completed security solution should ensure that the information in the tag should only be read by authorized readers. In the process of communication, we often add access control mechanism to protecting information of a confidential nature. Integrity. In the process of communication, data integrity means that the messages received by acceptors are not tampered or replaced by intruders. In the system of RFID, we often use message authentication code to check data integrity. The message authentication code applies a kind of hash algorithm which has shared key. It conduct hash algorithm which connect shared key and data retain to be tested together. Any subtle changes of the data will bring great influence to the figure of the message authentication code. Usability. The security solution of RFID requires that RFID could open services to all the authorized readers and prevent the malicious attacks to the facility from the illegal intruders. A better security solution should be energy-efficient. The design of security protocol should be as simple as possible and avoid calculating the public key. In addition, computational overhead, storage capacity and communication capability should also be considered. Because of the system resource limit, we should minimize the power requirements. At last, the design solution should not restrict the availability of system and prevent intruders from consuming the resource of electronic tag. Authenticity. The security solution of RFID requires the electronic tag, the reader and the backstage database are authentic. Authentication plays an important role in the system of RFID. Intruder could counterfeit the tag or hide the tag by some way, as a result the legal reader could not find the tag. By authentication, the reader could make sure that the information comes from legal tag.
Privacy. A safety RFID system should protect users' privacy information. The brand of things carried on one's person may disclose his/her identifiable information, so may do the system. Once the illegal reader read the electronic tag on the optical cable, intruders can get data on the tag including user's privacy information. Through comprehensive analysis, intruders could obtain more privacy information about the user and his/her institution.
Conclusion
The intelligent inspection system based on RFID is an application system which uses automatic identification technology, information collection and management technology, communication and network technology and so on. This article analysis the hidden security problems in the system and the basic features that a completed security solution should have. It provides technical support for developing intelligent inspection system in the future.
